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Information Overload???
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Fraud Detection and Prevention

Strategy

Creation of an anti-fraud culture

Maximum deterrence of fraud
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deterred
Prompt detection of fraud which cannot be prevented
Professional investigation of detected fraud

Effective sanctions, including appropriate legal action
against people committing fraud

Effective methods of seeking redress in respect of
money defrauded



What are ‘Fraud Analytics™

the iterative process of intelligently filtering
large amounts of disparate, yet relevant
data to uncover previously unknown
patterns for highly focused investigation
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Intelligently Filtering Data
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» Data Preparation
- Rules
¥ Analytics

Copyright © 2006, SAS Institute Inc. All rights reserved.
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We
Rules-Based Approach

e [F-THEN logic

e Centralise 80% of Field
Best Practices

e Investigation Framework




t Internet Explorer
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The Limitations of Rules... THE
MO RULES

e Tend to be predictable

e (Can be learned / disclosed

e Become less effective over time as a result

e (Create large number of false positives




Holistic Fraud Detection

Differentiating Between Monitoring Approaches

Issues

* Detect known
and unknown
patterns of
fraudulent
behavior

*Keep track with
new patterns
Not exactly
knowing what to
look for

Advanced
Analytics

Profiling

Build statistical
Profiles of
Entities and
interactions

Set up rules
to filter suspicious

. Knowledge discover
transactions

In databases
and machine

Examples:
Refund > 20.000

Examples:

Mean, standard
deviation, quartiles,
distributions

Examples:

Neural networks
Fuzzy logic

< . . .
income = $0.000 Genetic algorithms
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Hybrid

Combination of
all existing
approaches

Examples:

Genetic algorithm and
Statistics plus
Neural network

Suitable for
complex
patterns

Suitable for
unknown
patterns

Suitable for
known
patterns

4sas

The Power to Know.,




@) Results - Decision Tree
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In Practice: Text Mining at OLAF =58 &=
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Atos

Worldline

In Practice...Atos Worldline oo o
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La banque et l'assurance
d'un monde qui change

Fraude: 45.000 cartes de crédit bloquées en Belgique “gos ,,-AR;,',A!;"“ e kel

FORTIS
Une vaste fraude a la carte de crédit en

Belgique a été signalée par les systéemes
de détection d'Atos Wordline. Quelque
45.000 cartes de crédit sont suceptibles
d'étre concernées et ont donc été
bloguées a titre préventif. Des banques ont
porté plainte auprés du parquet, nous a
précisé Febelfin, la fédération belge du
secteur financier.
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banquier ?
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Goal: First Call for Difficult Challenges




